
 

 

  

 

Data Protection 
Policy 

 

Statutory 
 
Reviewed: April 2022 
 
Next Review Date: April 2023 
 
Role Responsible: Network Manager 
 
 
 
 
 



1 
 

Humberstone Infant and Junior Academy  

Data Protection Policy 

The Data Protection Act 2018 gives individuals the right to know what information is held 

about them. It provides a framework to ensure that personal information is handled properly. 

Humberstone Infant and Junior Academy aims to fulfil its obligations under the Data 

Protection Act by ensuring that anyone who processes personal information complies with 

the Act in the following ways: 

Firstly, the Act states that anyone who processes personal information must comply with 

eight principals, which make sure that personal information is: 

● Fairly and lawfully processed and that the individual has given consent 
● Processed for the specific purposes 
● Adequate, relevant and not excessive 
● Accurate and up to date 
● Not kept for longer than is necessary 
● Processed in line with an individual’s legal rights 
● Secure 
● Not transferred to other countries outside the EEA without adequate protection 

 

Security Measures in Place 

The school has procedures in place to ensure appropriate use, disclosure and protection of 

personal data, including sensitive data relating to members of staff and student’s records. 

The school uses physical and electronic safeguards to ensure the security of data. These 

include: 

● Locks to filing cabinets 
● Locks to doors and offices 
● Secure management of the holding and storage of keys 
● Anti-virus software installed 
● Firewall software/hardware installed 
● Data backup and disaster recovery procedures. 
● Personal and sensitive data are handled and stored securely.  

Staff laptops are secured and data held on mobile devices are encrypted and 
password protected. 

● Good practice relating to passwords, locking of computers, and network security 
policies. 

● GDPR Compliance 
● 2 factor authentication 

 

Personal Data Covered by the Act 

This includes, but is not limited to: 

● School admission and attendance registers 
● Pupils’ curricular records including UPN 
● Annual returns to the LA in relation to pupils excepted from the National Curriculum 
● Assessment data under the assessment arrangements of the National Curriculum 
● Reports to parents on the achievements of their children 
● Records in connection with pupils entered for public examinations 
● Staff records, including disciplinary and payroll records 
● Pupil disciplinary records 
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● Records of contractors and suppliers 
● Personal information for teaching purposes 

 
Sensitive Data 

Sensitive data can only be protected if the information has been lawfully and fairly obtained 

and that the subject has consented, with certain exceptions including equal opportunities 

monitoring. Sensitive data includes: 

➢ Ethnic origin 

➢ Political opinions 

➢ Religious beliefs 

➢ Other beliefs of a similar nature 

➢ Membership of a trade union 

➢ Physical or mental health, or condition 

➢ Sexual orientation 

➢ Offence or alleged offence 

➢ Proceedings or court sentence 
 

The school’s data protection officer is Craig Stilwell at Judicium Education Services. He, 

along with the Headteacher, is responsible for deciding how any personal data is to be 

processed and ensuring it complies with the Data Protection Act 2018 and for notification. 

This is the process of informing the Commissioner of certain details about the processing of 

personal information at Humberstone Infant and Junior Academy. These details are used by 

the Information Commissioner to make an entry describing the processing in the register 

which is available to the public for inspection. 

 

Personal information should not be disclosed either orally, in writing, electronically or via 

Internet pages or by any other means, accidentally or otherwise, to any unauthorised third 

party.  

The Business Manager will liaise with governors in relation to the monitoring and evaluation 

of this policy. 

Access to Information 

The second area covered by the Data Protection Act provides individuals with important 

rights, including the right to find out what personal information is held on computer and most 

paper records. With regards to pupils, there are two distinct rights to information held by the 

schools: 

 

1. The subject access right – where a pupil has the right to a copy of their own 
information. In certain circumstances requests may be made by a parent on behalf of 
their child. All pupils and parents are entitled to have their records disclosed to them 
on written request, unless it is obvious they do not understand what they are asking 
for, or if disclosure would be likely to cause them or anyone else serious physical or 
mental harm. This right is no longer related to the age of the pupil. 
 

2. Rights to the educational record – under the Educational (pupil information) 
(England) Regulations 2005, a parent has the right to access their child’s educational 
record. 
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All requests should be addressed to the school. The request should be made in writing and 

describe the information to which access is required. If practicable and reasonable, the 

information will be copied or printed and posted to the person making the request. 

Arrangements can be made to view the information by an individual as an alternative.  

 

The school will comply with the request within the statutory time limits: 

➢ For information requested outside the educational record – 40 calendar days 

➢ For information contained within the educational record – 15 school days 
 

There are certain circumstances where access will be denied. This includes cases where the 

information might cause serious harm to the physical or mental health of the pupil or another 

individual, or the request would entail releasing test marks before they are officially 

announced. 

When a pupil transfers within the primary sector, the new school should be sent all 

educational records relating to the pupil, including a copy of their most recent pupil report 

and assessment data. 

 

Charging 

It is recommended that straightforward requests for information are provided free of charge. 

More complex requests should be charged in line with the Information Commissioner’s 

current guidelines and the enquirer notified of the charge prior to completion of the request. 

 

Sharing of Data and Pupil Consent 

The interests of the pupil should remain paramount at all times. Whenever possible, pupils 

should be consulted and their wishes taken into account concerning the sharing of 

information about them. The exceptions to this are: 

● When there is a legal obligation to share information without the consent and/or 
knowledge of the student, e.g. child protection. 
 

● When a pupil is deemed to be unable to make a competent decision concerning the 
sharing of information about them. In such instances, those who are responsible for 
the pupil should be consulted. 

 

It should be made clear as early as possible that the absolute confidentiality cannot be 

guaranteed if a person’s safety or the safety of others is at risk. Where a member of staff 

believes there is a risk to the health, safety or welfare of a pupil or others which is so serious 

as to outweigh the pupil’s right to privacy, they should speak directly to the designated 

person. This should be clearly explained to the pupil. 

 

Biometric recognition systems 

Where we use pupils’ biometric data as part of an automated biometric recognition system 

we will comply with the requirements of the Protection of Freedoms Act 2012. 
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Parents/carers will be notified before any biometric recognition system is put in place or 

before their child first takes part in it. The school will get written consent from at least one 

parent or carer before we take any biometric data from their child and first process it. 

 

Parents/carers and pupils have the right to choose not to use the school’s biometric 

system(s). We will provide alternative means of accessing the relevant services for those 

pupils.  

 

Parents/carers and pupils can withdraw consent, at any time, and we will make sure that any 

relevant data already captured is deleted. 

As required by law, if a pupil refuses to participate in, or continue to participate in, the 

processing of their biometric data, we will not process that data irrespective of any consent 

given by the pupil’s parent(s)/carer(s). 

Where staff members or other adults use the school’s biometric system(s), we will also 

obtain their consent before they first take part in it, and provide alternative means of 

accessing the relevant service if they object. Staff and other adults can also withdraw 

consent at any time, and the school will delete any relevant data already captured. 

NOTE: We do not currently use a Biometrics system. 

 

Privacy Notices 

To meet the requirements of the Data Protection Act (DPA) 2018, schools need to issue a 

Privacy Notice to pupils and parents summarising the information held about pupils, why it is 

held, and the third parties to whom it may be passed to.  

 

Parents of pupils, as well as staff, at Humberstone Infant and Junior Academy are issued 

with Privacy Notices on an annual basis or as often as required by the Local Authority. 

 

Sharing Data within the School 

Those responsible for sharing personal or confidential information about pupils or staff 

should work together to ensure that such sharing is handled in line with statutory guidance.  

 

Responsibilities of Staff 

All staff are responsible for ensuring that:  

● any personal data that they hold is kept securely and 
● personal information is not disclosed either orally, in writing, electronically or via 

Internet pages or by any other means, accidentally or otherwise, to any unauthorised 
third party.  
 

 

Staff should note that unauthorised disclosure will usually be a disciplinary matter, and may 

be considered gross misconduct in some cases. 
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Who Needs to Know? 

Potentially, those who work directly with pupils may need to be informed of confidential 

information. Those responsible for the running and administration of the school may also 

need to be informed. These include: 

 

➢ Teaching and support staff 

➢ Parents/carers 

➢ Headteacher 

➢ Governors 

➢ Outside agencies 
 

Basis for Sharing Information 

Information may be shared: 

● for information only (e.g. to ensure others may respond appropriately in the case of 
classroom management, potential problems) 

● because action is required (e.g. to inform the designated senior person in the case of 
possible child protection issues) 
 

 

Information should only be shared: 

● on a ‘need to know’ basis 
● in accordance with legal requirements 

 

Where an individual faces a conflict of interest about whether to disclose information or not: 

● the interest of the pupils takes priority 
● other staff who share the information should be consulted 

 

When in doubt, information should not be shared unless: 

● there is a legal requirement to do so 
● there is a clear benefit to the pupil to do so 
● the pupil will be protected from harm by disclosure 

 

Disclosure of Data – Staff 

Personal data cannot be released to third parties without the individual’s consent, unless for 

specific reasons such as prevention or detection of crime, the health, safety and welfare of 

other employees or where the disclosure is to protect the vital interests of the individual. 

Ideally, the individual’s consent should be obtained in writing. If the school wishes to obtain 

personal data from a third party, e.g. an employee’s medical records, the individual’s 

permission should be requested and obtained. 

All requests for disclosure should be submitted in writing on headed paper, giving full 

reasons. 
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Accurate information should be given when supplying a reference for an employee or ex-

employee.  

 

Rights of Individuals 

When the school requests personal data they must inform individuals as to why the personal 

data is being processed and to whom it is being disclosed. Personal data held by the school 

is reviewed and updated annually as necessary. 

Personal information given in confidence should not be disclosed without consent. 

Employees should not be the subject of monitoring without good cause. 

Individuals have the right to prevent processing which is damaging or distressing to 

themselves or others, to prevent processing for direct marketing, to ensure that no decision 

significantly affecting them is based solely on the automatic processing of data relating to 

them, e.g. assessing their performance at work. The individual also has the right to rectify, 

block, erase or destroy inaccurate data on application to the court. 

 

Status of Policy  

This policy does not form part of the contract of employment for staff, but it is a condition of 

employment that employees will abide by the rules and policies made by the school from 

time to time. Any failures to follow the policy can therefore result in disciplinary proceedings.  

 

Governors’ Responsibilities 

● Governors are responsible for the monitoring of all aspects of this policy. 
● Governors need to be aware of the confidentiality of data that they may be in receipt 

of, relating to school business and to ensure the non-disclosure of information to 
others. 

 

Exemptions 

Individuals are not entitled to have access to the following: 

● A reference given by an employer 
● Personal data processed for the purposes of management planning, e.g. pay 

reviews, promotion 
● Information about, or provided by, a third party where the third party could be 

identified and does not agree to a disclosure 
 

Monitoring and Review 

The day to day monitoring of this policy is the responsibility of the Headteacher. This policy 

will be reviewed every two years or earlier if considered necessary. 


