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Humberstone Infant and Junior Academy’s MCT facilities are provided in support of the school’s teaching, 

learning, research, enterprise and administrative activities. MCT resources are embedded within teaching 

and learning and are key tools for learning. Use of these facilities is subject to conditions, which are designed 

to keep computing equipment operating in a safe and productive manner, and to generate an academic and 

administrative environment that is productive, ethical, legal, safe, secure and effective. The school provides 

users with a registered school account, along with a valid email and password, that permits use of computing 

resources and facilities within the policies, regulations and guidelines established by the school. Users must 

respect integrity of computing resources and facilities, respect the rights of other users and comply with all 

relevant legislation, for example; the Data Protection Act 1998; the Copyright, Designs and Patents Act 1998; 

and the computer misuse act 1990.  

Using the school’s MCT facilities is a privilege and requires that all members of the School community will 

use the resources and facilities in accordance with school policies, regulations and legislation. In order to 

ensure that the MCT facilities function in a secure, efficient and effective manner, the School reserves the 

right under the RIPA Act 2000 to inspect and validate any items of school owned computer equipment 

connected to the network and to access all information held on its information and communications 

facilities, to monitor or intercept any system logs, webpages, email messages, network accounts or any other 

data on any computer systems owned by the school. This will be for the purposes of preventing, detecting 

or investigating crime or misuse, ascertaining compliance with regulatory standards and school policies, or 

to secure effective system operation. The school reserves the right to limit, restrict or deny computing 

privileges and access to its information resources for those who violate school policies. Other disciplinary 

action may be taken by the school and or referral to legal and law enforcement agencies.   

Humberstone Infant and Junior Academy believes that the use of MCT in our schools is an entitlement, but 
only for those who show a mature, safe and responsible approach to its use. We believe that MCT brings 
great benefits for the efficient management of the schools, the exchange of ideas, social interaction, the 
improvement of educational standards and other learning opportunities. We wish to use existing and 
emerging technologies to enhance the organisation and management of the schools, as well as to improve 
the learning experiences of our students. To do this, pupils and staff must be educated for critical and 
responsible MCT use, wherever the user of the technology may be. However, this entitlement can be 
withdrawn if the privilege is abused. 
 
What Constitutes as Unacceptable Usage of New Technologies? 

 
Level 1 infringements (Misconduct)  
- Excessive and inappropriate use of the Internet for personal activities not related to professional 
development e.g. online shopping, personal social media sites, personal email, online gambling etc.  

- Use of personal data storage media (e.g. USB memory sticks), without considering access and 
appropriateness of any files stored.  

- Not implementing appropriate safeguarding procedures, as directed in the schools’ Safeguarding Policy 

- Any behaviour on the World Wide Web that compromises the staff member’s professional standing in the 
school and community.  

- Breaching copyright or license e.g. installing unlicensed software on network.  
 
Level 2 infringements (Gross Misconduct)  
- Serious misuse of, or deliberate damage to, any school / Council computer hardware or software 

- Any deliberate attempt to breach data protection or computer security rules, i.e through hacking 

- Request for personal information from pupils, leading to predation and/or grooming  

- Seeking, receiving or publishing personal and/or inappropriate content, such as deliberately accessing, 
downloading and disseminating any material deemed offensive, obscene, defamatory, racist, homophobic 
or violent 

- Receipt or transmission of material that infringes the copyright of another person or infringes the 
conditions of the Data Protection Act 
 
Child Pornography  



In the case of Child Pornography being found, the member of staff should be immediately suspended and 
the Police should be called:  
Anyone may report any inappropriate or potentially illegal activity or abuse with or towards a child online 
to the Child Exploitation and Online Protection (CEOP) and to the LADO 
Possible safeguarding actions 
- Remove the source to a secure place to ensure that there is no further access to the PC, laptop or tablet.  

- Instigate an audit of all ICT equipment by an outside agency, such as the schools ICT managed service 
providers - to ensure there is no risk of pupils accessing inappropriate materials in the school.  

- Identify the precise details of the material.  
 
What We Will Do When Responding To Evidence of Inappropriate Use 
Class teachers should: 
- Follow the school policies for instances of misuse of the school’s MCT facilities. 
- Inform the DSL for cases involving potential abuse of a child or an issue that affects the safety and wellbeing 
of a child 
- Inform the MCT leader for cases involving misuse of the school’s MCT facilities. 
- Inform the MCT leader and ICT manager of the website addresses of inappropriate sites so that they can 
be blocked and flagged.  
- Inform parents, as appropriate to the situation, and as agreed with SLT and DSL. 
 
The MCT leader will: 
- Inform the appropriate Class Teacher when individual pupil access to the internet and/or other MCT 
equipment in School has been restricted. 
- Refer any evidence about staff misuse directly to the Head of School. 
- Refer any material that is believed to be illegal to the DSL 
 
The DSL will: 
- Co-ordinate (in accordance with the school policy on Child Protection and Safeguarding) action on any 
reports involving potential abuse of a child or an issue that affects the safety of a child 
- Report any material that the School believes is illegal to the appropriate agencies, eg the Police, the Child 
Exploitation and Online Protection Service (CEOPS) and PREVENT. 
 
The Head of School will: 
• Consider the full range of disciplinary proceedings where a member of staff, who uses electronic 
communication systems for inappropriate reasons, as appropriate to the situation. In the most serious 
instances this could potentially lead to dismissal. 
 

Data Protection 
In accordance with the Data Protection Act, all data from which people can be identified will be protected. 
The eight principles of data protection that Humberstone Infant and Junior Academy subscribes to are that 
personal data must be: 
1. Processed fairly and lawfully 
2. Processed for specified purposes 
3. Adequate, relevant and not excessive 
4. Accurate and up-to-date 
5. Held no longer than is necessary 
6. Processed in line with individuals rights 
7. Kept secure 
8. Transferred only to other countries with suitable security measures. 
 
In particular: 
• Personal data will be recorded, processed, transferred and made available according to the 
Data Protection Act 1998 
• Images that include pupils will be selected carefully  
• Pupils’ full names will not be used anywhere on the school website or social media sites, particularly in 
association with photographs. 
• Parents will sign a permission form for photographs to be taken and used on the school website and social 
media. 
 
Humberstone Junior and Infant Academies are committed to providing an educational and work climate that 
is conducive to the personal and professional development of each individual. 
 
School-owned computers and laptops 



The use of school owned computers and laptops shall be limited to school related business only. Use of 
computing resources for unauthorised commercial purposes or personal gain is prohibited. School 
computers and laptops should be closed or locked when a member of staff is away from the device, to avoid 
access by anyone other than the agreed owner. It is a staff responsibility to ensure that no personal or school 
information is accessed through negligence of securing school computers or laptops.  
 
Social networking sites 
The widespread availability and use of social media applications bring opportunities to understand, engage, 

and communicate in new and exciting ways. It is important that staff are able to use these technologies and 

services effectively and flexibly. However, it is also important to ensure that staff balance this with their 

duties to the Academies, the community, their legal responsibilities and the Academies reputation. For 

example, their use of social networking applications has implications for their duty to safeguard children, 

young people and vulnerable adults. The policy for social media use aims to provide this balance to support 

innovation, whilst providing a framework of good practice. This applies to all members of staff at the 

school.   

Online home learning platforms 

 
Humberstone Junior and Infant Academies recognise that online home learning platforms are a necessary tool for 
learning. Platforms, such as Google Classroom, can be used to allow pupils to work from home when necessary and 
allow teaching and learning to be delivered online to supplement classroom-based learning. Feedback on work is 
sent, when appropriate, to confirm work has been received, if work has been completed correctly or if there are any 
corrections to be made.  
 

Communication through online resources: 

● Teachers only comment on work when marking.  
● Teachers are only to leave messages on the public classroom stream when messaging the whole 

class. 
● Teachers and parents are not to communicate through private email or messages. 
● Teachers are to report any private messages or emails to SLT.  

 
Damage to equipment 
To take every precaution to avoid damage to equipment. All MCT resources and equipment will be stored in 
appropriate and safe places (e.g. iPads to be placed and locked away in their designated trollies and stored 
in the ICT suite) and is the responsibility of all staff members.  
 
Offensive material 

Not to access, create, change, store, download or transmit materials, which the school may deem to be 

threatening, defamatory, abusive, indecent, obscene, racist or otherwise offensive, or bringing the school 

into disrepute. 

 

Websites 

Not to place links to websites which have links to, or display pornographic or inappropriate material, 

facilitate illegal or improper use, or to bulletin boards which are likely to publish defamatory materials or 

discriminatory statements; or where copyright protected works such as computer software or music are 

unlawfully distributed. 

 

Unauthorised email 

Not to send unwanted email, chain letters, hoax virus warnings, pyramid letters or similar schemes using 

the school email system. 

 

Installation of software 

Not to install any software that is not licensed to the school and or install without authorisation software 

licensed to the school, on any of the school’s computer systems under any circumstances. 

 

Viruses 

To take all reasonable precautions to prevent the introduction of any computer viruses, by ensuring that the 

latest virus definitions are kept up to date and are diligent when opening emails and/or attachments from 

unknown sources.  

 

Password protection 



To protect their password and use of their account, and not let others use their account or password. 

Confidential information contained on various computers should not be shared with others, except when 

that person is authorised to know such information. Staff should be changing their password on a regular 

basis to avoid being hacked.  

 

MCT facilities 

Your email and Google account and is intended for academic and business use only, and allows you to send 

and receive email as a person affiliated within the school. An email and Google account may only be used by 

the person to whom it is assigned and is not to be shared with anyone for any reason (other than reasons 

later specified). Your account and password should be protected accordingly to prevent any abuse. You will 

be held responsible for any illegal activity that occurs from the use of your account. In some circumstances, 

legitimate access may be allowed to other people's email and Google accounts, e.g. office, head teacher, and 

this will be in the case of long term absence, due to serious illness or annual leave. Such access to a user’s 

account in these instances must be approved by the relevant line manager. Access must not normally be 

granted in the case of short term absence. Every user is responsible for ensuring that appropriate 

arrangements are made to cover periods of absence. Teachers must terminate school based email accounts 

and social media sites upon leaving the employment of Humberstone Infant and Junior Academy 

 

You are permitted to reveal your IT passwords to authorised ICT technicians, where it is required for 

administrative purposes: 

The technician is accountable for ensuring this information is used responsibly and as it was intended to be 

used. Any misuse will be an offence under the Computer Misuse Act and liable to prosecution. Following 

completion of such work by the technician you must immediately change your passwords. 

You have an obligation to adhere to this policy and you need to be aware that failure to comply with the 

policy listed above may lead to action being taken under the school’s disciplinary procedures. Your 

cooperation in a manner that minimises risk of information security breaches is essential. By reading and 

signing this document you agree that: 

- You have read and understand the conditions outlined above; 

- You accept responsibility for the computer resource being allocated to you; 

- You will not abuse or misuse these resources as doing so is a violation of school MCT facilities 

COMPUTER MISUSE ACT 1990 

Not to act in breach of the provisions of the COMPUTER MISUSE ACT 1990, which makes provision for 

securing material against unauthorised access or modification, and for connected purposes. 

 

COPYRIGHT, DESIGNS AND PATENTS ACT 1988 

To respect the copyright of all material and software made available by the school and third parties. This 

requirement is laid out in the COPYRIGHT, DESIGNS, and PATENTS ACT 1988, which makes it an offence for 

users to copy copyright materials including software without the permission of the owner of the copyright.  
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