
E-safety Policy 

Humberstone Infant and Junior Academies 

Humberstone Infant and Junior Academies are committed to safeguarding and promoting the 
welfare of children and young people and expects all staff and volunteers to share this 
commitment. The schools are committed to providing excellent teaching and learning as a 
basic entitlement for all learners. Within our schools, the use of digital technologies is central 
to our learning. New technologies have become integral to the lives of children and young 
people in today’s society, both within schools and in their lives outside school. The Internet, 
and other digital and information technologies, are powerful tools, which open up new 
opportunities for everyone. Electronic communication helps teachers and pupils learn from 
each other. These technologies can stimulate discussion, promote creativity and increase 
awareness of context to promote effective learning. Children and young people should have 
an entitlement to safe internet access at all times.  
 
The requirement to ensure that children and young people are able to use the Internet and 
related communications technologies appropriately and safely is addressed as part of the 
wider duty of care, to which all who work in schools are bound. The development and 
implementation of such a strategy involves all the stakeholders in a child’s education, from the 
headteacher and governors to the senior leaders and classroom teachers, support staff, 
parents, members of the community and the pupils themselves. In order to be successful, staff 
and pupils must be educated for responsible ICT use wherever the user of the technology may 
be.  The school is aware of its responsibilities in ensuring that ICT usage by all network users 
is responsible, safe and secure. There are relevant and comprehensive policies in place which 
are understood and adhered to by network users. It is the duty of the school to ensure that 
every child in their care is safe, and the same principles apply to the digital world, as would be 
applied within the school's physical buildings. This Policy document is drawn up to protect all 
parties - the pupils, the staff and the school and aims to provide clear advice and guidance on 
how to minimise risks and how to deal with any infringements of school policy. 
 
The purpose of internet use in school is to promote pupil achievement and learning, to support 
the professional work of staff and to enhance the school’s management information and 
administration systems. Internet use is part of the statutory curriculum and a necessary tool 
for learning. It is an essential element in 21st century life for education, business and social 
interaction. Access to the internet is therefore an entitlement for pupils who show a responsible 
and mature approach to its use and Humberstone Infants and Juniors has a duty to provide 
pupils with quality internet access. Many pupils will also access the internet outside of school 
and will need to learn how to evaluate online information and to take care of their own safety 
and security. Technology that children may use in and out of school may include: 
 

● The Internet  
● Mobile phones (with camera, video and e-mail functionality) 
● Digital cameras  
● E-mail  
● Instant messaging and chatrooms (on social media and gaming platforms) 
● Webcams  
● Blogs 
● Podcasting (radio / audio broadcasts downloaded to a personal device)  
● Social networking sites  
● Video broadcasting sites  
● Cloud based storage system (Google Drive) 
● Online learning platforms (Google Classroom) 
● Gaming Sites  



● Music download and streaming sites  
● Ipads and other tablet devices  

 

Managing the Internet Safely - The risks 
 
The Internet is an open communications channel, available to all. Anyone can send 
messages, discuss ideas and publish material with little restriction. These features of the 
Internet make it both an invaluable resource used by millions of people every day, as well as 
a potential risk to young and vulnerable people.  
The use of these new technologies can put young people at risk within and outside the 
school. Some of the dangers they may face include: 
 

● Access to illegal, harmful or inappropriate images or other content 
● Unauthorised access to/loss of/sharing of personal information 
● The risk of being subject to grooming by those with whom they make contact on the 

internet. 
● The sharing/distribution of personal images without an individual’s consent or 

knowledge 
● Inappropriate communication/contact with others, including strangers 
● Cyber-bullying 
● Access to unsuitable video/internet games 
● An inability to evaluate the quality, accuracy and relevance of information on the 

internet 
● Plagiarism and copyright infringement 
● Illegal downloading of music or video files 
● The potential for excessive use which may impact on the social and emotional 

development and learning of the young person. 
 
Many of these risks reflect situations in the off-line world and it is essential that this e-safety 
policy is used in conjunction with other school policies (eg behaviour, anti-bullying and 
child protection policies). In line with school policies that protect pupils from other 
dangers, there is a requirement to provide pupils with as safe an Internet environment as 
possible and to teach pupils to be aware of and respond responsibly to any risk. As with all 
other risks, it is impossible to eliminate those risks completely. It is therefore essential, 
through good educational provision, to build pupils’ resilience to the risks to which they may 
be exposed, so that they have the confidence and skills to face and deal with these risks. 
 
Creating a safe ICT learning environment includes three main elements at this school:  

● An effective range of technological tools 
● Policies and procedures, with clear roles and responsibilities 
● The direct teaching of E-Safety for pupils (including Cyber bullying, Digital Footprints 

and being a positive Digital Citizen) 
 
 
 
 
Staff responsibilities 
 
Our staff are committed to ensuring the safety and well-being of all children, who attend 
Humberstone Junior and Infant Academies, which is at the forefront of all we do. Therefore 
all staff have a responsibility to: 

● Supervise pupils when using technology in lessons, as far as is reasonable, 
according to the age and maturity of pupils and are vigilant in learning resource areas 
where older pupils have more flexible access;  



● Use a filtering system, which blocks sites that fall into categories such as 
pornography, race hatred, gaming, sites of an illegal nature;  

● Preview sites, whenever possible, before use with children 
● Plan the curriculum context for Internet use to match pupils' ability, using child-

friendly search engines where more open Internet searching is required;  
● Be vigilant when conducting 'raw' image search with pupils e.g. Google image 

search;  
● Remind children frequently of the Internet Usage Agreement they signed and how to 

adhere to it 
● Inform SLT and the ICT manager of any failure of the filtering software used within 

school or any other safety concerns 
● Provide information for colleagues on how to report offensive materials, abuse / 

online bullying etc  
● Immediately refer any material we suspect is illegal to the appropriate authorities  
● Encourage all children to use the online learning platforms appropriately and 

responsibly when working from home 
● Read and signed our MCT acceptable usage agreement and Bring your own device 

policy 

 

Staff Training  
 
Staff are reminded and updated about E-Safety matters annually, as part of our 
safeguarding training and as part of the induction process for new staff, and whenever new 
documentation from the government is released.  
 
All teachers are responsible for promoting, teaching and supporting safe behaviours in their 
classrooms and following school E-Safety procedures. All staff encourage and model the 
following:  

● Safe use of e-mail 
● Safe use of Internet (including use of internet-based communication services and 

social networking) 
● Safe use of school network, equipment and data 
● Safe use of digital images and digital technologies, such as mobile phones and 

digital cameras in school;  
● Follow Cyberbullying procedures 
● Have an active role in safeguarding pupils 
● Have an active role in providing E-Safety education for pupils 

 
 
 
 
 
 
E-Safety Education  
 
At Humberstone Junior and Infant Academies, we include E-safety in the PSHE & 
Computing curriculum to ensure that every pupil has been educated about safe and 
responsible technology use. The education of pupils in e-safety is an essential part of the 
school’s provision. Children and young people need the help and support of the school to 
recognise and avoid e-safety risks and build their resilience in the digital world. Pupils need 
to know how to behave positively online, to control and minimise online risks and how to 
report a problem or concern. 
 
Our E-Safety education is provided in the following ways: 



 
● Fostering an environment that encourages pupils to tell a teacher / responsible adult 

immediately if they encounter any material that makes them feel uncomfortable;  
● Ensures pupils and staff know what to do if they find inappropriate web material i.e. 

to switch off monitor and report the URL to the teacher, other adults or System 
Manager.  

● Ensures pupils know what cyberbullying is, what do if they encounter a situation and 
how to report it 

● Pupils are taught a range of skills and behaviours, appropriate to their age and 
experience through a progressive e-safety education programme, throughout all Key 
Stages.  

● Understand 'Netiquette' behaviour when using an online environment / email, i.e. be 
polite, no bad or abusive language or other inappropriate behaviour; keeping 
personal information private 

● Understand why on-line 'friends' may not be who they say they are and to understand 
why they should be careful in online environments 

● Understand why they should not post or share detailed accounts of their personal 
lives, contact information, daily routines, photographs and videos and to know how to 
ensure they have turned-on privacy settings;  

● Given strategies to deal with incidents so they can develop 'safe behaviours' 
● Ask pupils and parents/carers to sign an age appropriate e-safety / acceptable use 

form 
 
Curriculum 
 
Each academic year pupils will be taught about the importance of E-safety and responsible 
use of the internet, during MCT lessons. In addition to these lessons, specific lessons 
relating to the safe use of social media and other aspects will be covered during PSHE 
lessons and recorded onto the MCT skills ladders. E-Safety is an aspect of computing that is 
ongoing and taught throughout the year.  
 
Inclusion 
 
All pupils will have access to E-Safety regardless of gender, race, cultural background or any 
physical or sensory disability. The curriculum and activities provided will be differentiated, in 
accordance to the needs and abilities of each pupil through: task, outcome, pupil groupings, 
additional support and equipment. 
 

 

 

Cyberbullying 
 
Cyberbullying is bullying that takes place when using technology, whether on social media 
sites, through a mobile phone or online learning platforms. We therefore ensure that 
cyberbullying is an integral part of our E-Safety curriculum, ensuring children know what it is 
and how to deal with it if it should happen to them. As with all other forms of bullying, it is 
taken seriously within our schools and therefore we will deal with the majority of cases 
through our existing anti-bullying policies and procedures. It is also staff responsibility to 
follow cyberbullying procedures and educate children accordingly.  
 
All staff have the responsibility to: 
 

● Ensure that all incidents of cyberbullying, both inside and outside school, are dealt 
with immediately and will be managed and/or escalated in line with the procedures 



set out in the school’s Anti-bullying Policy, Behaviour Policy and Safeguarding and 
Child Protection Policy.  

● Report any issues concerning cyberbullying to the Designated Safeguarding Lead.   
● Ensure that cyberbullying is taught within the E-Safety section of the Computing 

curriculum  
● Ensure that they have educated children what they should do if they feel like they are 

being bullied online  
● Create a safe environment for children to report their concerns if they feel as though 

they are being affected by cyberbullying 
 

All pupils have the responsibility to: 
 

● Be aware of what cyberbullying is  
● Choose to have high level online privacy settings at all times 
● Always respect others, both children and adults, when online 
● Be careful what pictures or videos are uploaded and understand once a picture is 

shared online it cannot be taken back 
● Only add people that are known and trusted to friends/followers lists online  
● When talking to strangers, keep  personal information safe and location hidden   
● Keep passwords private and never share them with anyone, including friends   
● Block people who are being unkind and report it to a teacher immediately 
● Do not retaliate or reply to offending e-mails, text messages or online conversations.   
● Tell a trusted adult (for example, a parent, a carer or a teacher) if they feel as though 

they are being bullied online or someone they know is 
 
 
Online home learning platforms 
 
Humberstone Junior and Infant Academies recognise that online home learning platforms 
are a necessary tool for learning. Platforms, such as Google Classroom, can be used to 
allow pupils to work from home when necessary and allow teaching and learning to be 
delivered online to supplement classroom-based learning. Feedback on work is sent, when 
appropriate, to confirm work has been received, if work has been completed correctly or if 
there are any corrections to be made.  
 
 
 
This valuable resource provides opportunities for children to have access to: 
 

● Learning material that is accessible, inclusive, relevant and current. 
● Learning materials that relate to the intended learning outcomes of the lesson and to 

the needs of distance learners and this is clear for children to see 
● Learning materials that are of a high standard, presented in a structured and easily 

navigable manner and encourage student engagement  
● Access to activities that consolidate learning and contribute to students’ wider skills’ 

development 
● Access to further relevant reading and development opportunities, which are 

signposted by teachers 
● An online platform that allows for children and teachers to communicate in a safe and 

appropriate forum when necessary. If children need to contact their class teacher 
about the work that has been assigned, they are able to do this through the class 
stream or as a comment on their work. Children must contact their class teacher 
through this online platform only to adhere to safeguarding policies.  

Communication through online resources: 



● Teachers only comment on work when marking.  
● Teachers are only to leave messages on the public classroom stream when 

messaging the whole class. 
● Teachers and parents are not to communicate through private email or 

messages. 
● Teachers are to report any private messages or emails to SLT.  
●  

 
Managing equipment safely  
 
The computer system / network is owned by the school and is made available to pupils to 
further their education and to staff to enhance their professional activities including teaching, 
research, administration and management. Therefore all staff and pupils are expected to 
follow guidelines set and taught to allow for equipment to be looked after safely. The school 
reserves the right to examine or delete any files that may be held on its computer system or 
to monitor any Internet or email activity on the network.  
 
To ensure the network and equipment is used safely, our school:  
 

● Educates our pupils that they should never be allowed to log-on or use teacher and 
staff logins (these have far less security restrictions and inappropriate use could 
damage files or the network) 

● Educates our staff and pupils that no one should log on as another user  
● Has set-up the network with a shared work area for pupils and one for staff. Staff and 

pupils are shown how to save work and access work from these areas;  
● Requires all users to always log off or lock a computer when they have finished 

working or are leaving the computer unattended;  
● Where a user finds a logged-on machine, we require them to always log-off and then 

log-on again as themselves.  

 

Managing E-mail  
 
E-mail is now an essential means of communication for staff in our schools and increasingly 
for pupils. The implications of E-mail use for the school and pupils need to be considered 
and appropriate safety measures put in place. Unregulated e-mail can provide routes to 
pupils that bypass the traditional school boundaries.   
This school:  

● Does not publish personal e-mail addresses of pupils or staff on the school website. 
We use anonymous or group e-mail addresses, for any communication with the wider 
public.  

● Contacts the police if one of our staff receives an e-mail that we consider is 
particularly disturbing or breaks the law.  

● Manages accounts effectively, with up to date account details of users  
● Reports messages relating to or in support of illegal activities.  
● Staff use school e-mail systems for professional purposes 
● Asks that teachers are not to be contacted via their email account by pupils or 

parents. Contact should follow the online home learning platform protocol.  
 
 
Use of Digital and Video images  
 
During your child's life at school, we may wish to take videos or digital images of activities 
that involve your child. The images may be used for displays, publications and on our school 
website/twitter feed.  



 
In our schools:  
 

● The Headteacher takes overall editorial responsibility to ensure that the website 
content is accurate and quality of presentation is maintained;  

● The uploading of information onto class pages on the school website is the 
responsibility of each year group  

● The uploading of information onto school twitter pages is the responsibility of the 
individual 

● The school’s website complies with the school's statutory requirements  
● The point of contact on the website is the school address and telephone number. 

Home information or individual e-mail identities are not published 
● Photographs published on the school website and/or Twitter will not have full names 

attached 
● We gain parental / carer permission for use of digital photographs or video involving 

their child, as part of the school agreement form when their daughter / son joins the 
school;  

● Digital images /video of pupils are stored on the network and may kept for a school 
publications;  

● We do not use pupils' names when saving images in the file names or in the <ALT> 
tags when publishing to the school website or MLE;  

● We do not include the full names of pupils in the credits of any published school 
produced videos or DVDs or on social media or other platforms. 

 
 
Technical and Infrastructure 
 
Our schools:  

● Maintain filtered broadband connectivity managed through RM 
● Ensures their network is 'healthy' by having health checks annually on the network;  
● Utilises caching as part of the network set-up;  
● Ensures the Systems Administrator / network manager is up-to-date with services 

and policies;  
● Ensures the Systems Administrator / network manager checks to ensure that the 

filtering methods are effective in practice and that they remove access to any website 
considered inappropriate by staff immediately;  

● Never allows pupils access to Internet logs;  
● Never sends personal data over the Internet unless it is encrypted or otherwise 

secured;  
● Never allows personal level data off-site unless it is on an encrypted device;  
● Never allow children to use internet facilities without supervision 

 
 
Possible infringements and how they are handled 
 
Possible infringements recognised in our schools are: 
 

● Use of non-educational or personal sites during lessons  
● Unauthorised use of email  
● Use of unauthorised instant messaging / social networking sites  
● Accidentally accessing offensive material and not logging off or notifying a member of 

staff of it  
● Deliberately corrupting, removing or destroying someone's data, violating privacy of 

others  



● Sending an email or message that is regarded as harassment or of a bullying or 
offensive nature  

● Deliberately trying to access offensive or pornographic material  
● Any purchasing or ordering of items over the Internet  
● Transmission of commercial or advertising material  

 
Whenever a student or staff member infringes the e-Safety Policy, the final decision on the 
level of sanction will be at the discretion of the school management. All infringements will be 
dealt with following the school behaviour policy. Infringements of a more serious nature will 
be dealt with by a member of SLT, and reported to the DSL if appropriate.  
 
Other safeguarding actions:  
1. Ensure appropriate technical support filters the site at all times 

2. Inform DSL as appropriate whenever there concerns 
3. Secure and preserve any evidence  

4. Inform the sender's E-mail service provider  
 
 
Assessing risks 
 
Humberstone Junior and Infant Academies take all reasonable precautions to ensure that 
users access only appropriate material. However, due to the international scale and linked 
nature of internet content, it is not possible to guarantee that unsuitable material will never 
appear on a school computer. The school cannot accept liability for the material accessed, 
or any consequences of internet access. 
 
Copyright and Plagiarism  
 
It is the responsibility of members of staff, or others working on behalf of the academies, to 
establish consent for the use of third party material and not to infringe the rights of the 
copyright holder. 
 
 
 
Our schools: 

● Ensure that when copying materials from the web, staff and pupils understand issues 
around plagiarism 

● Ensure staff and children know how to check copyright and also know that they must 
observe and respect copyright / intellectual property rights;  

● Ensure that staff and pupils understand the issues around aspects of the commercial 
use of the Internet, as age appropriate. This may include, risks in pop-ups; buying 
on-line; on- line gaming / gambling;  

● Ensure staff know how to encrypt data where the sensitivity requires and that they 
understand data protection and general ICT security issues linked to their role and 
responsibilities;  

 
 
Handling E-Safety complaints 
 
Humberstone Junior and Infant Academies understand that there may be times where a 
complaint may need to be made, regarding any concern around E-Safety.  
 
Our schools follow the below in conjunction with the Trust Complaints Policy: 
 



● Complaints of internet misuse are dealt with by a senior member of staff 
● Any complaint about staff misuse must be referred to the headteacher 
● Complaints of a child protection nature must be dealt with in accordance with school 

child protection procedures by the DSL 
● Pupils and parents are informed of the complaints procedure, which is available on 

the school website 
 
Leadership 
 
It is the role of the MCT leaders to manage and lead all aspects of E-Safety within 
Humberstone Junior and Infant Academies. 
 
The MCT leaders will: 

● Support staff in the delivery of the E-safety curriculum 
● Provide Inset and training as required through CPD and drop in sessions 
● Monitor the provision of the E-Safety Curriculum  throughout the school, by looking at 

planning, books and talking to pupils during lessons 
● Monitor the use of resources and provide new resources when appropriate 
● Liaise with the ICT manager to monitor the security level used in school to ensure the 

safety of our learners 
● The school's e-safety policy is made available on the school website for parents 

and/or carers to access 
 
 
 
Date completed: April 2020 
 
To be reviewed: July 2022 
 
 


